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|
Cryptosystems

"A secrecy system is defined abstractly as a set of
transformations of one space (the set of possible messages) into a
second space (the set of possible cryptograms). Each particular
transformation of the set corresponds to enciphering with a particular
key. The transformations are supposed reversible (non-singular) so
that unique deciphering is possible when the key is known.”

Shannon, C.E., "Communication Theory of Secrecy System”
10 marzo 2011 3/23
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Cryptosystems

"A secrecy system is defined abstractly as a set of
transformations of one space (the set of possible messages) into a
second space (the set of possible cryptograms). Each particular
transformation of the set corresponds to enciphering with a particular
key. The transformations are supposed reversible (non-singular) so
that unique deciphering is possible when the key is known.”

A cryptosystem is a tuple (M, C, K, d, V), where

M = {plaintext} C = {ciphertext} K = {key}
®={px: M—=C} V={gy= (o) :C— M}

Shannon, C.E., "Communication Theory of Secrecy System”
10 marzo 2011 3/23
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Block ciphers

LetC = M = (Fq)" and K = (Fy)" for some n,r ¢ N

Algebraic block cipher
¢: (Fg)" x (Fq)" — (Fg)"
is an algebraic block cipher if Vk € (Fq)",
ok (Fq)" — (Fq)", suchthat ¢k(x) = o(x, k)

is a permutation of (Fg)".

Here we focus on the binary case q = 2.
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|
Translation Based Ciphers

letM=V=Vid ---a Vs, dm(V;))=m, Sy =Sym(V)
If v € Sy issuchthat vy = viy1 & --- § vgys Vv € V then

@ ~ is a bricklayer transformation or a parallel S-box
@ ~; is a brick or a S-box
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Translation Based Ciphers

letM=V=Vid ---a Vs, dm(V;))=m, Sy =Sym(V)
If v € Sy issuchthat vy = viy1 & --- § vgys Vv € V then

@ ~ is a bricklayer transformation or a parallel S-box
@ ~; is a brick or a S-box

A proper
A € GL(V) is proper if no vector subspace W = @, ,(V;) C V, with
I#£0,{1,...,s}, is invariant under the action of \.
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|
Translation Based Ciphers

letM=V=Vid ---a Vs, dm(V;))=m, Sy =Sym(V)
If v € Sy issuchthat vy = viy1 & --- § vgys Vv € V then

@ ~ is a bricklayer transformation or a parallel S-box
@ ~; is a brick or a S-box

A € GL(V) is proper if no vector subspace W = (V) C V, with
I#£0,{1,...,s}, is invariant under the action of \.

vy

Translation Based Block Cipher

An algebraic block cipher ¢ is translation based if:
@ ¢x =7 o-- o), and every round 7! = yAoy;
o for at least one round we have that \ is proper and the function £ — V,
k — kK, is surjective.
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|
Primitivity of the permutation group

M= {dktkex, T=T(¢)=(¢rdkex = (7)o 0r™Mex, T<Sy
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In order to avoid weakness of a given cipher it is desiderable that the
permutation group is primitive.
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Primitivity of the permutation group

M= {dktkex, T=T(¢)=(¢rdkex = (7)o 0r™Mex, T<Sy

In order to avoid weakness of a given cipher it is desiderable that the
permutation group is primitive.

Block System

Let H be a subgroup of Sy, H < Sy, and B = {Xi,..., Xy} C 2" a partition of
V. We say that B is a (non-trivial) block system for H if

Vf e H, Vidjte. f(X)=X;.
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Primitivity of the permutation group

M= {dktkex, T=T(¢)=(¢rdkex = (7)o 0r™Mex, T<Sy

In order to avoid weakness of a given cipher it is desiderable that the
permutation group is primitive.

Block System

Let H be a subgroup of Sy, H < Sy, and B = {Xi,..., Xy} C 2" a partition of
V. We say that B is a (non-trivial) block system for H if

Vf e H, Vidjte. f(X)=X;.

Let B={Xi,...,Xn} C 2", H < Sy. We say that H is primitive in its action on
V if
@ there are no non-trivial block systems;
@ the action of H is transitive, i.e. V(x, y) € V2 exists f € H such that
fx)=y.
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Primitivity of the group generated by the round
functions

Unfortunately, the knowledge of I'(¢) is out of reach for the most important
ciphers, so we consider a larger group:

Group generated by the round functions

Mo = (Th)1<h<n = (7',511), . 77';5,{:[)>k1 ,,,, kvek

where for every round hwe set ', = (T,Eh))ke,c, My < Sv.

C. Fontanari, V. Pulice, A. Rimoldi, M. Sala (UniTn) 10 marzo 2011

7/23



Primitivity of the group generated by the round
functions

Unfortunately, the knowledge of I'(¢) is out of reach for the most important
ciphers, so we consider a larger group:

Group generated by the round functions

Moo = (Tnh1<nen = (7, o Vi, o bk

where for every round hwe set 'y, = <T,$h))ke,c, M < Sy.

Wehavel < I andl, < Iy, hence

Mo == r
imprimitive imprimitive
— primitive
primitive . oo
imprimitive
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Differential uniformity

The primitivity of ', depends on the properties of the S-boxes ~; and .
Since each S-box ~; can be seen as vectorial Boolean function
f:(F2)™ — (F2)™, we introduce some properties of the v.B.fs
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Differential uniformity

The primitivity of ', depends on the properties of the S-boxes ~; and .
Since each S-box ~; can be seen as vectorial Boolean function

f:(F2)™ — (F2)™, we introduce some properties of the v.B.fs

Vu e (Fp)™

fur (F2)™ — (F2)"
X —  f(x)+f(x+u)
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Differential uniformity

The primitivity of ', depends on the properties of the S-boxes ~; and .
Since each S-box ~; can be seen as vectorial Boolean function
f:(F2)™ — (F2)™, we introduce some properties of the v.B.fs

Vu e (Fp)™

fur (F2)™ — (F2)"
X —  f(x)+f(x+u)

@ | 0 1 security
fis §-uniformif Yu € (F2)™\ {0} @/>2

and Vv € (F2)™ @ If § = 2 then f is an APN function
o @ There are no APN functions for
H{x € (F2)™: fu(x) = v} <9. m— 4
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Weakly §-uniformity and strongly /-invariant

W.l.o.g., we consider B.f. f : (F2)™ — (F2)™ such that f(0) = 0.
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Weakly §-uniformity and strongly /-invariant

W.l.o.g., we consider B.f. f : (F2)™ — (F2)™ such that f(0) = 0.

weakly o-uniform @ | § = 1 security
vm>2, 6> 2, fis weakly @ If 6 = 2then fis a weakly APN
§-uniform if Yu € (F2)™ \ {0}, function.
A 2m—1
Im(fu)[ >
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Weakly §-uniformity and strongly /-invariant

W.l.o.g., we consider B.f. f : (F2)™ — (F2)™ such that f(0) = 0.

weakly o-uniform @ | § = 1 security
vYm>2, 6> 2, fis weakly @ If § = 2then fis a weakly APN
§-uniformif Yu € (F2)™ \ {0}, function.
A om—1 If f is differential §-uniform, then it is
[Im(fu)] > weakly §-uniform. J

C. Fontanari, V. Pulice, A. Rimoldi, M. Sala (UniTn) 10 marzo 2011 9/23



N
Weakly §-uniformity and strongly /-invariant

W.l.o.g., we consider B.f. f : (F2)™ — (F2)™ such that f(0) = 0.

weakly o-uniform @ | § = 1 security

vm> 2,6 > 2, fis weakly e Ifs = 2 then f is a weakly APN
§-uniformif Yu € (F2)™ \ {0}, function.
n m—1 If fis differential 0-uniform, then it is
[Im(fy)| > weakly §-uniform. J

N
<%
\

strongly /-anti-invariant

f is strongly I-anti-invariant, if
vV, W < (F2)™ such that
f(V) = W we have
@ either
dim(V) =dim(W) < m—/,
eorV=W=(F)".

The largest subspace invariant under f
has codimension strictly greater than /.
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Andrea Caranti, Francesca Dalla Volta, Massimiliano Sala:

On some block ciphers and imprimitive groups. AAECC (2009) 20, 339-350

Let ¢ be a tb cipher, h a proper round, G = T'p(¢) and 1 < r < m/2. If every
brick (i.e. every S-box) of  is:

@ weakly 2"-uniform and
@ strongly r-anti-invariant,
then G is primitive and hence I (¢) is primitive.
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Let ¢ be a tb cipher, h a proper round, G = T'p(¢) and 1 < r < m/2. If every
brick (i.e. every S-box) of  is:

@ weakly 2"-uniform and
@ strongly r-anti-invariant,
then G is primitive and hence I (¢) is primitive.

In the case m = 4 we have only two possibilities:
a. r=1 = f weakly APN and strongly 1-anti invariant,
b. r=2 = f weakly 4-uniform and strongly 2-anti invariant
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Andrea Caranti, Francesca Dalla Volta, Massimiliano Sala:
On some block ciphers and imprimitive groups. AAECC (2009) 20, 339-350

Theorem

Let ¢ be a tb cipher, h a proper round, G = T'p(¢) and 1 < r < m/2. If every
brick (i.e. every S-box) of  is:

@ weakly 2"-uniform and
@ strongly r-anti-invariant,
then G is primitive and hence I (¢) is primitive.

In the case m = 4 we have only two possibilities:
a. r=1 = f weakly APN and strongly 1-anti invariant,
b. r=2 = f weakly 4-uniform and strongly 2-anti invariant

Actually, we will show that for 4-uniform functions case b. is a sub-case of a.
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Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

A

By contradiction, assume |Im(#,)| < 4
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Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

A

By contradiction, assume |Im(#,)| < 4
L 50 =4 ¥y em(i)
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Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

A

By contradiction, assume |Im(#,)| < 4
L5 () =4 ¥y e Im(h)
— #,'(f(u)) = {0, u, x, u + x} for some x
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Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

A

By contradiction, assume |Im(#,)| < 4

L i) =4 vy e m(R)

— #,'(f(u)) = {0, u, x, u + x} for some x

— » £, (f(v)) is a 2-dimensional vector subspace
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Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

By contradiction, assume |Im(%,)| < 4
L5 (y)| =4 ¥y eim(h,)
— #,'(f(u)) = {0, u, x, u + x} for some x

— » £, (f(v)) is a 2-dimensional vector subspace
> 1(x) = fu(u)
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|
Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

By contradiction, assume |Im(%,)| < 4

:>|fu =4 Vyelm(u)

— 1, (f (f(u)) ={0,u, x, u+ x} for some x

— » £, (f(v)) is a 2-dimensional vector subspace

A

> fu(x) = fu(u)
— f(x + u) = f(u) — f(x)
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|
Case b. implies case a.

Proposition

Let f: (F2)* — (FF2)* be a Boolean function such that
(i) fis 4-uniform
(i) fis strongly 2-anti-invariant.

Then f is weakly APN.

A

By contradiction, assume |Im(#,)| < 4
L i) =4 vy e m(R)
— #,'(f(u)) = {0, u, x, u + x} for some x
— » 7, '(f(u)) is a 2-dimensional vector subspace
» f,(x) = £,(u)
= f(x +u) = f(u) — f(x)
= f({0,u, x, u+ x}) is a 2-dimensional vector subspace.
But this contradicts (ii)! O

C. Fontanari, V. Pulice, A. Rimoldi, M. Sala (UniTn) 10 marzo 2011 11/23



|
Notation

We relate weakly APN functions f : (F2)™ — (F2)™ to the following values:

Number of degree i components of f

ni(f) = |{v € (F2)"\ {0} : deg(< f,v >) = i}
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Notation

We relate weakly APN functions f : (F2)™ — (F2)™ to the following values:

Number of degree i components of f

ni(f) = |{v € (F2)"\ {0} : deg(< f,v >) = i}

Number of degree 0 components of f,

pS _ m . P _
h(f) = ue(g%{o} {v € (F2)™\ {0} : deg(< fy,v >) = 0}|
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Main result

Let f: (F2)* — (F2)* a v.B.f.
@ if fis weakly APN, then n(f) < 1
@ if A(f) = 0, then f is weakly APN.
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|
Main result

Let f: (F2)* — (F2)* a v.B.f.
@ if fis weakly APN, then n(f) < 1
@ if A(f) = 0, then f is weakly APN.

Remark: The converse does not hold

Indeed, we have explicit counterexamples to the converse of both statement 1
and statement 2.
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Proof

Let f: (Fo)* — (F2)* a v.B.f.
@ if fis weakly APN, then A(f) < 1
Q if n(f) = 0, then f is weakly APN.

Let f = (f1,f2, f3, f4) with f, : (F2)4 — Fo.
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Proof

Let f: (Fo)* — (F2)* a v.B.f.
@ if fis weakly APN, then A(f) < 1
Q if n(f) = 0, then f is weakly APN.

Let f = (f1,f2, f3, f4) with f, : (F2)4 — Fo.

By contradiction, assume that < ?u, vy > and < ?u, Vo > are constant for some
u, vq 75 Vo € (F2)4 \ {0}
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Proof

Let f: (Fo)* — (F2)* a v.B.f.
@ if fis weakly APN, then A(f) < 1
Q if n(f) = 0, then f is weakly APN.

Let f = (f1,f2, f3, f4) with f, : (F2)4 — Fo.

By contradiction, assume that < ?u, vy > and < ?u, Vo > are constant for some
u, vq 75 Vo € (F2)4 \ {0}

linear transformation wlog.
— (1703070) — ( u) = (f1) constant
v — (0,1,0,0) (fu)2 = (%), constant
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Proof

Let f: (Fo)* — (F2)* a v.B.f.
@ if fis weakly APN, then A(f) < 1
Q if n(f) = 0, then f is weakly APN.

Let f = (f1,f2, f3, f4) with f, : (F2)4 — Fo.

By contradiction, assume that < ?u, vi >and < ?u, Vo > are constant for some
u, vq 75 Vo € (F2)4 \ {0}

linear transformation wlog.
— (170a070) — ( u) = (f1) constant
v — (0,1,0,0) (fu)2 = (%), constant

It follows that [Im(%,)| < 4 and f is not weakly APN, contradiction.
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Proof

Let f: (]Fg)4 — (F2)4 a v.B.f.
@ if f is weakly APN, then A(f) < 1
Q if A(f) = 0, then f is weakly APN.

Let (F2)* = {x1,...,xi6} and let M = (mj) € (F2)**'6 with m; := (£,)i(x))
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Proof

Let f: (]Fg)4 — (F2)4 a v.B.f.
@ if f is weakly APN, then A(f) < 1
Q if A(f) = 0, then f is weakly APN.

Let (F2)* = {x1,...,xi6} and let M = (mj) € (F2)**'6 with m; := (£,)i(x))

(F)10a)  (T)ixe) . (f)1(xe6)
v | Teba) (falxe) .. (f)a(xee)
(f)a(x)  (R)a(x2) .. (fu)a(x1e)
(f)a(x1)  (fu)a(x2) ... (fu)a(x1e)
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Proof

By contradiction, assume that M has only n = 4 distinct columns (the case
n < 3 is easier!), say the first 4 columns, and let M’ € (F2)*** be the
corresponding submatrix:

(f)104)  (T)1()  (f)1(xs)  (Fu)1(xa)
v = | (f)2(xt) (f)20xe)  (fu)2(xs)  (fu)2(Xa)
(f)a(x1)  (f)a(x2) (fu)s(xa) (fu)a(xa)
(fu)a(x1)  (fo)a(x2) (fu)a(xs) (fu)a(xa)
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), say the first 4 columns, and let M’ € (F2)*** be the

corresponding submatrix:

Proof

By contradiction, assume that M has only n = 4 distinct columns (the case

n < 3 is easier!
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Proof

Since all the other columns of M are equal to the columns of M,

(1, 1) = @@ o). ()10 ()i (xi6) ) +
b (()e(x), (o)exe). ., (R)a(x1e) ) +
¢ ((R)a(x1), (R)ale). . (Ru)a(x16) ) +
d ((R)ax), ()aCe2). ... ()a(xie))
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Proof

Since all the other columns of M are equal to the columns of M,

/_\
A
Q
=
—~
x
SN—

,—\ —
o
~—
~
—~
x
~—

(9]
/\/\/‘\
:>

. u)4 X16

S Uu)1(Xie

(f)1(x16) ) +
s (Ra)a(xi6) ) +
)) +
)

s (If\u) X16

)
)
)
)

Hence the function < ?u, (a, b, c,d) > is the constant 1, contradiction.
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|
Security criteria

Lin(f) = max | < f,b>" (a)|
ac(Fp)™, be(Fp)™\{0}
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Security criteria

Lin(f) = max | < f,b>" (a)|
ac(Fp)™, be(Fp)™\{0}

4

1-linearity

Lini (f) = ax {I< f,b>" (a)}
w(2)—w(b)=1

A
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N
Security criteria

Lin(f) = max | < f,b>" (a)|
ac(Fp)™, be(Fp)™\{0}

1-linearity
Lini(f)= max_ {|<f,b>" (a)[}
a,be(Fp)™
w(a)=w(b)=1

1-differentiability

Diffi($) = max {Ifz" (b)]}
2

b)=1

w(a)=w(

\
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|
G. Leander and A. Poschmann:

On the classification of 4 bit S-boxes. LNCS 4547, 159—176.

Optimal S-box

A Boolean permutation f : (F2)* — (F2)* is an optimal S-Box if it has minimal
linearity and minimal §-uniformity, namely, Lin(f) = 8 and f is 4-uniform.
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G. Leander and A. Poschmann:

On the classification of 4 bit S-boxes. LNCS 4547, 159—176.

Optimal S-box

A Boolean permutation f : (F2)* — (IF2)* is an optimal S-Box if it has minimal
linearity and minimal §-uniformity, namely, Lin(f) = 8 and f is 4-uniform.

Serpent-type S-box

A Boolean permutation f : (F2)* — (IF2)* is a Serpent-type S-Box if it is
optimal and Diff;(f) = 0.
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Our contribution

Strong S-box

A Boolean permutation f : (F2)* — (FF2)* is a strong S-Box if f is weakly APN
and

Lin(f) =8, fis4 —uniform, Diffy(f)=0 Lini(f)=4, ns(f)>14.
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Our contribution

Strong S-box

A Boolean permutation f : (F2)* — (FF2)* is a strong S-Box if f is weakly APN
and

Lin(f) =8, fis4 —uniform, Diffy(f)=0 Lini(f)=4, ns(f)>14.

Very strong S-box

A Boolean permutation f : (F2)* — (F2)* is very strong if it is strong and
strongly 2-anti-invariant.
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|
Computational results

Let f: (F2)* — (IF2)* is a Boolean permutation such that

() Lin(f) =8, (ii) 4 —uniform, (i) ns(f) > 14.

Then f is weakly APN.
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|
Computational results

Let f: (F2)* — (IF2)* is a Boolean permutation such that
(f) Lin(f) =8, (ii) 4 —uniform, (i) na(f) > 14.
Then f is weakly APN.

The assumptions of this Fact cannot be weakened: counterexamples are
provided by the permutations

(1) (0,1,2,12,4,6,14,5,8,3,13,10,9,7,15,11)

(i) (0,1,2,12,4,13,11,10,8,15,5,9,6,14,7,3)
(iii) (0,1,2,7,4,12,10,3,8,6,5,14,15,9,11,13).
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Computational results

The 4-bit S-boxes f : (F2)* — (F2)* such that f(0) = 0 are 15! ~ 102
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C. Fontanari, V. Pulice, A. Rimoldi, M. Sala (UniTn) 10 marzo 2011 22/23



|
Computational results

The 4-bit S-boxes f : (F2)* — (F2)* such that f(0) = 0 are 15! ~ 102

There are 55296 strong S-boxes and 2304 very strong ones. l

Let Sy, Sy,...,S7 the S-boxes used in SERPENT.
The S-boxes Ss3, S4, Ss, S7 are strong. None of the S;’s is very strong.
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Thank you for your attention.
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