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Why?

Two	reasons	why	Inpher uses	standard	crypto.
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What?

• Company  vs. product considerations

• What are the assets?

• What is the associated risk?

• How can you protect?
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How?
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TLS
SSL
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Application-level encryption. This is the most secure
and most flexible approach. The application has ultimate
control over what is encrypted and can precisely reflect
the requirements of the user. However, writing
applications to do this is hard.

We make it easy.
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SSE - very naïve approach

Inpher Confidential :: 2016

keyword documents:position
dolomiti [1:3,25],[4:2],[77:14]

trento [4:4,16,25,67]

crypto [3:2],[5:23]

inpher [1:2,13],[3:54],[5:12]

keyword documents:position
2d7b45b490 [1:3,25],[4:2],[77:14]

5d34a4c561 [4:4,16,25,67]

da2f073e06 [3:2],[5:23]

eac41ea006 [1:2,13],[3:54],[5:12]

82c7818abf [78:1]

bf43d682fa [78:2]

sha256

plaintext	inverted	index encrypted	inverted	index

#78
Hello

world

#78
82c7818abf

bf43d682fa

send	encrypted	
document	to	search	

engine

sha256
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SSE – less naïve approach
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keyword documents:position
dolomiti [1:3,25],[4:2],[77:14]

trento [4:4,16,25,67]

crypto [3:2],[5:23]

inpher [1:2,13],[3:54],[5:12]

keyword documents:position
2d7b45b490 [1:3,25],[4:2],[77:14]

5d34a4c561 [4:4,16,25,67]

da2f073e06 [3:2],[5:23]

eac41ea006 [1:2,13],[3:54],[5:12]

82c7818abf [78:1]

bf43d682fa [78:2]

cmac

plaintext	inverted	index encrypted	inverted	index

#78
Hello

world

#78
82c7818abf

bf43d682fa

send	encrypted	
document	to	search	

engine

cmac
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SSE – Frequency Attacks
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SSE – Frequency Attacks
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eac41ea	andrea 1e0bc0f4	participated
2e528fadf	e32bf43d	secret 2d62b16	
2755eac4	research 31e0bc0f	medical	
752e521	c8e32bf4	3d682c7	8182d62b	162755	
eac41ea0	sensitive	1e0bc0f	491d1ac	three	
months	82c78182d	therapy	5eac41ea	
00619431	recovery	improbable	2e521c8e3	
2bf43d682c	78182d62b	162755ea	c41ea0061	
confidential	f491d1ac7	psychological	issues	
82c78182d	62b1627	55eac41ea	00619431e	
andrea 1ac752e521	c8e32bf43d	682c78182d	
62b162755	eac41ea006	19431e0bc0	
491d1ac752	sensitive	f43d682c78	182d62b16	
medical	issues	0bc0f491d	1ac752e52	
43d682c78	182d62b16	2755eac41
2bf4	3d682c7818
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SSE – encrypt rows
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keyword documents:position
dolomiti [1:3,25],[4:2],[77:14]

trento [4:4,16,25,67]

crypto [3:2],[5:23]

inpher [1:2,13],[3:54],[5:12]

keyword encKi(documents:position)
2d7b45b490

5d34a4c561

da2f073e06

eac41ea006

82c7818abf

bf43d682fa

cmac

plaintext	inverted	index
encrypted	inverted	index
per	row	encryption	key

#78
Hello

world

#78
82c7818abf

bf43d682fa

send	encrypted	
document	to	search	

engine

cmac
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Inpher Encrypt Module

Order	Revealing	Encryption

Authenticated	Symmetric	Encryption

(AES-GCM)
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Inpher is a team of veteran founders, cryptographers and 

software engineers who believe that encryption is foundational 

to the future of computing.
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Big Data 
Applications

Other Business 
Processes & HR

Source of Ethics and Privacy Violations by 2018

The price of not securing data before using the cloud. 

Gartner- “Seven Best Practices for Your Big Data Analytics 
Projects”, Oct. 2015

2.3

4.5

9.3

2.9

5.2

0 2 4 6 8 10

Vodafone

HP

Apple

Google

Verizon

In	billions	USD

Fees for failure to comply with 
General Data Protection Regulation
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So what is impeding adoption?

+ Complexity: application-level encryption is hard*

+ Functionality: preserving search and collaboration

*	From	Hadoop	Wiki	https://hadoop.apache.org/docs/hadoop-hdfs/TransparentEncryption.html
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Competitive Landscape

F L E X I B I L I T Y 	 / 	 S C A L A B I L I T Y 	
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/$
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Applications	/	Services Gateways

Databases Dev.	Framework

Two	reasons	why	Inpher uses	standard	crypto.
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Search and Share Ciphertext Like 
Plaintext. 

17

Empowers developers to quickly create secure applications without being crypto experts

Applications can search and share encrypted data without decryption on existing infrastructure

All source code published 
on our developer portal !



Inpher Query Module
Indexing

Query	Module	API:
insert(doc)

Search	backend:
- Solr
- ElasticSearch
- …



Inpher Query Module
Search

Search	backend:
- Solr
- ElasticSearch
- …

Query	Module	API:
search(query)



• Bloom Filters
• ORAM
• Multilinear Maps
• ORE / OPE
• (FHE)
• …
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Searchable Encryption
Other approaches, future 
development
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PoC Challenge: Centralized Data Discovery

Challenged with reconciling separate instances of customer data at each international location.

Desire to centralize data in cloud, but hindered by security and cross-border data regulations.

Hong Kong SingaporeLux. London



Solution: _ultra SDK integrated with Temenos/Azure cloud
Deploying in cloud with core banking software Temenos using _ultra SDK for master data search.

End-to-end encryption eases compliance with sovereign data regulations (zero-knowledge cloud).

Can outsource more banking operations (account reconciliation, etc.) to lower-cost locations.

Zurich Warsaw
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Cisco Medical Data Exchange

Use Case 1 Use Case 2



Genetic Data Exchange



Putting the pieces together: 
• Encrypted File System 
• Encrypted Search Engine
• Group Key Management Sharing

Analytics: 
Nicolas Paper
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Beyond Search
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Click	here	for	the	recorded	demo



Encrypt.
Authenticated Randomized Encryption

Order Revealing Encryption (ORE)

Deterministic Encryption

Collaborate.
Key Management

Secure Data Sharing

Encrypted Data Storage

Query.
Parsing, Indexing and Encryption

Search
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_ultra SDK Modules



THANK YOU!
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Inpher Demo	available	at:		https://www.youtube.com/watch?v=rSSoidc8XCM


