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© Particular cases: degree 8 and 9 in characteristic 2 and 3



Some definitions

Fy: finite field with ¢ = ph elements
Plane curve C : F(X,Y,T)=0
Fy-rational point of C: P = (x,y,z) € PG(2,{) such that F(x,y,z) =0

Definition
f(x) € Fy[x] is a permutation polynomial (shorlty, a PP) of [,
if x — f(x) is a bijection of Iy (iff x — f(x) is injective over [Fy)

Definition
f(x) € Fy[x] is a complete permutation polynomial (shorlty, a CPP) of F,
if both f(x) and f(x) + x are PPs of F

Definition
f(x) € Fy[x] is an exceptional polynomial over F,
if f(x) is a PP of an infinite number of extensions of F,




CPPs and Cryptography

Definition
f(x) € Fy[x] is a permutation polynomial (shorlty, a PP) of F,
if x — f(x) is a bijection of F, (iff x — f(x) is injective over Fy).

f(x) € Fy[x] is a complete permutation polynomial (shorlty, a CPP) of F,
if both f(x) and f(x) + x are PPs of F,

Definition
f : F§ — F» Boolean function is
e bent if x — f(x+ a)+ f(x) is balanced Va € F] (& f is PNF)

e bent-negabent if both x — f(x + a) + f(x) and
x+— f(x+a)+ f(x)+ Tr(ax) are balanced Va e Fj

LINK:
any PP of [F;n gives rise to a bent function over [}
any CPP of Fyn gives rise to a bent-negabent function over Ff
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f(x) is a PP of Fy = Cs has no affine IFy-rational points (a, b) with a # bJ




Link with curves

f(x) € Fo[x] — Cr:

f(x) is a PP of Fy = Cs has no affine IFy-rational points (a, b) with a # bJ

Theorem
C absolutely irreducible curve of degree d defined over [Fy
The number N, of Fy-rational points satisfies

Nyg>04+1—(d—1)(d—2)Ve

4
for ¢ large enough:

f(x) is a PP of Ty
I

Cr has no Fy-rat. abs. irr. components distinct from X =Y




Conversely:

Theorem (Cohen 1970)

Cr contains no Fy-rational abs. irr. component distinct from X =Y
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Conversely:

Theorem (Cohen 1970)

Cr contains no Fy-rational abs. irr. component distinct from X =Y

4

f(x) is an exceptional polynomial over Ty

It is not difficult to construct PP without any prescribed structure

Remark
f(x) isa PP ofFy <—
af(yx+06)+ [ isa PP of Fy (o, B,7,0 € Fy, o,y #0)

PP-equivalence :



The monomial case

o bix?isaPPof Fy <= (d,/—1)=1
o b!x9isa CPP of Fy «= (d,£—1)=1and x? + bx isa PP of I,
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Conjecture (Wu-Li-Helleseth-Zhang 2015)
If n+1is prime, n+1# p, gcd(n+1,9% — 1) = 1, then:
n_1
there exist CPPs of Fgn of type blxe1 11
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The monomial case

o bix?isaPPof Fy <= (d,{—1)=1
o b 1x%isa CPP of Fy <= (d,/—1)=1and x? + bxisa PP of F,

n_1
fo(x) = b~Lx'a1 1 has been studied as CPP of Fgn
for n =2,3,4 and partially for n =6

n-1
GOAL : to characterize for any n the b € Fgn such that f, = blx'et T
isa CPP of Fgn

v

WE OBTAIN : complete classification for n* < q = p™ with the exception
of the cases

en+1=p", withr>1
e n+1=p(p"—1)/2, withpe {2,3}, r>1, gcd(r,2m) =1




be ]Fqn — A,(b) = Z bqjl+qj2+~--+qu c ]Fq
0<ji <jp<...<jj<n—1

i-th elementary symmetrical polynomial in b, b9, ..., pa" !




be Fqn — A,(b) = Z bqi1+qj2+‘..+qfi c ]Fq
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i-th elementary symmetrical polynomial in b, b9, ..., pa" !

Proposition (Wu-Li-Helleseth-Zhang 2013)

If n* < q, then:
ged(n+1,9g—-1)=1,

b_lxqqn:11+1
< n+1 n
: + AL(B)X + - + An(b
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is an exceptional polynomial over Fg
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Proposition (Wu-Li-Helleseth-Zhang 2013)

If n* < q, then:
ged(n+1,g—-1)=1,

= X" Ay(B)X" 4 -+ An(b)x
Is an exceptional polynomial over Fgq

n_1
bflxqq—l +1

isa CPP of Fgn

Definition
Let
g(x) = x"TL - Ax" 4 - A 1x® + Apx € Fglx], A, #0,

be a PP of Fy.
g(x) is good if the roots of

Ve(x) = g(__XX) = X" A" (21" A x + (< 1) A,

form a unique orbit under the Frobenius map z — z9.




Proposition
If n* < q, then:

g(=x)

b is a root of vg(x) =

b € Fgn \ Fq is such that for some g
- — d tional pol.
T omare, S
q
with g(0) =0 and g’'(0) # 0




Proposition
If n* < q, then:

g(=x)

b is a root of vg(x) =
b € Fgn \ Fq is such that for some g
IR S good exceptional pol.
b~ x a1 7" isa CPP of Fgn of degree n+ 1 over Fy
with g(0) =0 and g’'(0) # 0

Definition
An exceptional polynomial g is decomposable if

g(x) = g1(g2(x)) with g1, g» exceptional pol., deg(g1), deg(g2) > 1

Proposition

g good exceptional polynomial = g indecomposable




Idea

-1
In order to classify all CPPs of type f(x) = b~1x'a1 "t
take all the good indecomposable exceptional polynomials

and determine the roots of vg(x)




Idea

-1
In order to classify all CPPs of type f(x) = b~1x'a1 "t
take all the good indecomposable exceptional polynomials

and determine the roots of vg(x)

Unfortunately:

the complete classification of indecomposable exceptional polynomials

is not known!




Remark
f(x) is a good PP of Fy <=
af(yx) + [ is a good PP of Fy (o, B,y € Fy, a, vy #0)

CPP-equivalence :

f(x) = aof(3x)+8, B yeF, ay#0



Remark
f(x) is a good PP of Fy <=
af(yx) + [ is a good PP of Fy (o, B,y € Fy, a,y #0)

CPP-equivalence :

f(x) = aof(3x)+8, B yeF, ay#0

4

We use the known partial classification
of indecomposable exceptional polynomial,

up to CPP-equivalence




Classification of indecomposable exceptional polynomials,
up to CPP-equivalence

A) n+11q— 1 is a prime different from p and
Al) g(t)=(t+e)"tt —e™l ecF,
A2) g(t) = Dni1(t +e,a) — Dnia(e, a),
aecF, a#0,n+11g°—1
D,.1(t,a) Dickson polynomial of degree n+ 1

B) n+1=pandg(t)=(t+e) ((He)”%1 —a)r—e<e"71 _a>,
rip—1,aeely, a@b/(p-1) £ 1

C) n+1=s(s—1)/2
pe{2,3},g=p", r>1,s=p" >3 and(r,2m) = 1.

D) n+1=p" withr > 1.




Case Al

n-+1is prime, n+ 1= p, n+ 1 does not divide g — 1
Cnt1 = (n+ 1)-th primitive root of unity

Proposition
Let e € Fy. Then

g(t) = (t+e)"t —emt!

. . <— d =
is good exceptional over I ordni1(q) = n

If ordn11(q) = n, then for each e € F; and i € {1,...,n}

. _ n_1
(e(CZH - 1)) Lot sacpp of Fgn




Case A2

n+1is prime, n+ 1 # p, n+ 1 does not divide g*> — 1

(Dickson polynomials)

n/2
D (t a):z/: n+1 n+1—k (_a)ktn+1—2k

Proposition

g(x) = Dpy1(x +e,a)—Dpi1(e,a), e,acFy, a#0, D), (e,a) #0,
is good exceptional over IF if and only if one of the following cases occurs:

i) 4| nandord,11(q) =n

e?—4a¢ 04, ordyi1(q) = n/2
e2—43¢€ Oy, ordyt1(q)=n

i) 4J(nand{




Case B

n+1l=p
Np,/r, : the norm map Fq — Fp, x — xtptpitta/p,

Theorem
Let n* < q. Then
blxs1 s a CPP of Fyr
0
for some r | n, one of the following cases occurs:
) be{¢ga| ged(r,i) =1}
qg—1

i) be{(v—Au) —e|NEFs e uf P eF: uy” #1,

p—1
r u,
VO =€, ord (NFq/FP (ﬁ)) =p— 1}




n+1=8 p=2

F(x) € Fq[x] monic of degree 8

Proposition

F(x) is good exceptional over Fy if and only if
F(x) = x8 + ax* + bx? + cx is additive and

x" + ax3 4 bx + c is irreducible over Fy.




n+1=9 p=3

No classification is known!

When is
F(x) = X% 4+ Arx® 4+ Aox” + Asx® + Aax® + Asx* + Aex® + A7x® + Agx

good exceptional?

Theorem (Cohen 1970)

Cr contains no Fy-rational component distinct from X =Y

4

F(x) is an exceptional polynomial over Fy

@ Determine when

_F) - Fly)
; Xy
has only non-rational components (other than x — y)

Cr =0

@ Study when the roots of vg(x) are in a unique orbit under Frobenius



n+1=9 p=3

Proposition

F(x) is good exceptional over Fq if and only if

i) F(x) = x% + Agx> + Agx
and x® + Agx? + Ag irreducible over Fy;

3 2
ii) F(X) =x°+ A3X6 + /44X5 + A5X4 + (Ag + A3%§ + %) X3
+ <2A3A4 + 22—%) x2 + (2A3A5 + A2 + 2%) X
4 2

@ Ay #0,
@ the polynomial x® + 2A3x? + 2A4 € Fy[x] has no roots in F g,

i) F(x) = x?+ Apx 4 Asx® + Asx* + (A3 A3A5) x3+
A4
(2A2A5 + 2?2) x° + (A‘z1 + A3As5 + A—2 + A—%) X

@ 2A; is not a square in Fg,
@ the polynomial ve(x) = F(—x)/(—x) is irreducible over Fg.




Thank you for your attention!



