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Introdu
tionWhy these notes are not in ItalianI started writing these notes for a 
ourse on \Campi �niti e 
rittogra�a simmet-ri
a" I gave in Trento in 2005/06. Sandro Mattarei and I have written extensivenotes of other 
ourses, but this is the �rst time I write them up in English, andnot in Italian. These notes will thus turn handy in 2009/10, when the start withthe new Laurea Magistrale in English.I did not do mu
h in 2005/07, but in 2007/08 I wrote some more, and I planto do the same in 2008/09, when I am writing this. This means that at time thesenotes might look dis
onne
ted, when I have written A but not B or, God forbid,B but not A. GoalThe goal of the 
ourse is to give an overview of the basi
 theory of �nite �elds,and show the role they play in the 
onstru
tion of Rijndael/AES [DR02℄.Notes from the author to the authorThis is a Things to do list� In Moebius, mention polynomials when speaking of the 
onvolution prod-u
t.� Write up the singleton bound.� Perhaps give the referee's proof of you-know-what?
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CHAPTER 1Finite Fields1.1. Ba
kgroundA �nite �eld E has order pn, for a suitable prime p. Here p is the 
hara
teristi
of E (and thus E 
ontains the �eld F = Fp with p elements), and jE : F j = n.Write q = pn. The elements of E are roots of f = xq � x 2 F [x℄.Given p and n, a �eld of order q 
an be 
onstru
ted as the splitting �eld of fover F . This is unique up to (F -)isomorphisms. Write GF(q) for it.1.2. Simple extensionOne proves, as in [Ser73℄, that a �nite subgroup of the multipli
ative groupof a �eld is 
y
li
.We �rst show that(1.2.1) n =Xdjn '(d);where ' is the Euler fun
tion.One method is to de�ne a fun
tion ' via these formulas, and show that it
oin
ides with Euler's '. This approa
h is similar to that for the Moebius fun
tion(see Chapter 2).In another approa
h, we 
ount the number X(d) of elements of order d in a
y
li
 group h a i of order n. We �rst prove that the order of ak (with 0 � k < n,say) is n(n; k) :This follows from the fa
t that if (ak)t = 1, then n j kt, so n=(n; k) j t andt = s � n=(n; k). The smallest su
h t for s = 1 is n=(n; k), and in fa
t (ak)n=(n;k) =(an=(n;k))k = 1.So the order of ak is n when (n; k) = 1. Thus X(n) = '(n).Now we prove the following strong 
onverse of Lagrange's theorem for h a i.Teorema 1.2.1. A 
y
li
 group h a i of order n has exa
tly one subgroup oforder d for d j n, and this subgroup is 
y
li
.Proof. Clearly 
 an=d � is su
h a subgroup, as the element an=d has order d.Now let H be aubgroup of h a i of order d. Let ak 2 H, so that (ak)d = 1. Itfollows that n j kd, so that n=(n; d) j k, and thus ak is a power of an=d, and thusak 2 
 an=d �, and H � 
 an=d �. Be
ause they have the same order d, they are thusequal. �7



8 1. FINITE FIELDSNow to see what is X(d), we note that if x 2 h a i has order d, then h x i =
 an=d � by the theorem above, so X(d) is the number of elements of order d in a
y
li
 group 
 an=d � of order d, and X(d) = '(d) as above.Sin
e 
learly n =PdjnX(d) in any �nite group of order n, we get (1.2.1).Teorema 1.2.2. Let G be a group of �nite order n, with the property that ifd divides n, then(1.2.2) ��� a 2 G : ad = 1	�� � d:hen G is 
y
li
.Note that (1.2.2) holds if G is a �nite multipli
ative subgroup of L�, whereL is a �eld. This is be
ause the left-hand side is the set of the roots in L of thepolynomial xd � 1, of degree d.Proof. In fa
t, let X(d) be the number of elements of G of order d, for d j n.It might be that X(d) = 0. If X(d) 6= 0, and a 2 G has order d, then the delements of h a i are exa
tly the elements of the set in (1.2.2). Any b 2 G of orderd must therefore lie in h a i, as bd = 1. Thus there are '(d) elements of order d inG here. We have n =Xdjn '(d) �Xdjn X(d) = n:Therefore equality holds, X(d) = '(d) for all d j n, in parti
ular X(n) = '(n) 6=0. �Going ba
k to �nite �elds, it follows that E is a simple extension of F , thatis, E = F [�℄ for some � 2 E. This follows from the fa
t E? is 
y
li
, E? = h� i,for some �.Note that the minimal polynomial of � over F has degree n, as jF [�℄ : F j = jE :F j = n, and it is irredu
ible. This over F = Fp there are irredu
ible polynomialsof any degree. (Note that irredu
ible polyinomials over R have degree 1 or 2 only.)Note that give a �nite �eld E of order q = pn, there might be elements � forwhi
h E = F [�℄, but that are not primitive, that is, they do not have order q� 1,or h� i < E?, as the following example shows.Example 1.2.3. Let p = 2, so that F = F2 = f 0; 1 g. The polynomialx4 + x3 + x2 + x + 1 2 F [x℄ is irredu
ible. Thus is � is one of its roots, F [�℄is a �eld E of order 24. But �5 = 1, as it follows from the identity x5 � 1 =(x� 1) � (x4 + x3 + x2 + x + 1).1.3. Galois theoryLet q = pn, and E and F as usual. Let f = xq � x 2 F [x℄.Sin
e E=F is the splitting �eld of f , whi
h has distin
t roots, E=F is a Galoisextension. Its Galois group G is 
y
li
, generated by the Frobenius morphism�(a) = ap:The subgroups of G are of the form 
 �d �, for d j n. Su
h a subgroup isasso
iated, via the Galois 
orresponden
e, to a sub�eld K su
h that jK : F j =



1.5. LINEAR FUNCTIONS 9jGj = ��
 �d ��� = d, so that K is a �eld of order pd. In fa
t by the Galois 
orrespon-den
e K = � a 2 E : �d(a) = a	 = n a 2 E : apd o� a = 0.It follows that GF(pd) � GF(pn) if and only if d divides n. This followsalso (without any appeal to Galois theory) from the elementary fa
t that thepolynomial xpd � x divides xpn � x i� d j n.1.4. Irredu
ible polynomialsWe have seen above that over F = Fp �eld) there are irredu
ible polynomialsof all degrees. This is tru over any �nite �eld E. In fa
t, let E have order pn, and�x k. Consider the �eld L of order pnk. It 
ontains E, by what we have just seen,and L = F [�℄ = E[�℄ for some �. Nownk = jL : F j = jL : Ej � jE : F j = jE[�℄ : Ej � n:It follows that jE[�℄ : Ej = k, so that the minimal polynomial f 2 E[x℄ of � overE has degree k.Using Galois theory, one 
an show that f = xq � x 2 F [x℄ (for q = pn) is theprodu
t of all irredu
ible polynomials in F [x℄ of degree dividing n. In fa
t, it is amatter of degrees that if an irredu
ible polynomial divides xq � x, then its degreedivides n. Conversely, let g 2 F [x℄ be an irredu
ible polynomial of degree d j n.Let � be a root of g, Then L = F [�℄ is a �eld of order pd, and as su
h is 
ontainedin E, the �eld of order q, whi
h is the splitting �eld of f . Sin
e E=F is a Galoisextension, and 
ontains a root � of the irredu
ible polynomial g 2 F [x℄, all theroots of g are in E, and they are distin
t. Thus g j xq � x, as required.See Chapter 2 for a formula for the number of irredu
ible polynomials.1.5. Linear Fun
tionsLet E = GF(pn), where p is a prime, and F = GF(p). There are pnn fun
tionsE ! E whi
h are linear (over F ). The elements of the Galois group, that is themaps 'i : x 7! xpi;for 0 � i < n are all linear.Lemma 1.5.1 (Dedekind). Let E be a �eld. If '1; : : : ; 'm are distin
t isomor-phisms E ! E, then they are linearly independent over E.Proof. Suppose Pmi=1 ai'i = 0. May assume all ai 6= 0 (so say a1 = 1), andthere is no nontrivial relation with some of the ai = 0. Sin
e '1 6= '2, let x0 be



10 1. FINITE FIELDSsu
h that '1(x0) 6= '2(x0). We have, for all x 2 E,mXi=1 ai'i(x) = 0mXi=1 ai'i(x0x) = mXi=1 ai'i(x0)'(x) = 0mXi=1 ai'1(x0)'i(x) = 0;where the last one is obtained multiplying by '1(x0) the �rst one. Subtra
tingthe last two, we get mXi=2 ai('1(x0)� 'i(x0))'i(x) = 0:The �rst 
oeÆ
ient is zero, but the se
ond one is not, as ai('1(x0)� '2(x0)) 6= 0.This 
ontradi
ts our initial assumption. �Thus the 'i are independent, and thus their linear 
ombinationsn�1Xi=0 ai'i : x 7! a0x + a1xp + � � �+ an�1xpn�1 ;with ai 2 E are distin
t linear maps. And there are jEjn = pn2 of them, so theyare all the linear maps.Whi
h of these map E ! F ? By Galois theory, we needa0x + a1xp + a2xp2 + � � �+ an�1xpn�1 == (a0x + a1xp + a2xp2 + � � �+ an�1xpn�1)p == apn�1x+ ap0xp + ap1xp2 + � � �+ apn�2xpn�1 :for all x. Thus a1 = ap0, a2 = ap1 = ap20 , and thus ai = api so that the linearfun
tions E ! F are of the formn�1Xi=0 api'i : x 7! ax + apxp + � � �+ apn�1xpn�1 = tr(ax)for a 2 E. In fa
t there are jE?j = jEj of them.Here tr : E ! F is the tra
e map,tr(x) = Xg2Gal(E=F ) g(x);itself a linear funn
tion E ! F .In another approa
h, start with the tra
e. By Dedekind's Lemma, it is nonzero,that is, it does not have 
onstant value 0. In parti
ular, if 
 6= 0, then 
x takesall the values in E as x 2 E, so x ! tr(
x) is also nonzero. It follows that allfun
tions E ! F given by x 7! tr(ax) are distin
t, for a 2 E. This is be
ause if



1.5. LINEAR FUNCTIONS 11for all x 2 E we have tr(ax) = tr(bx), that is, tr((a � b)x) =, and so a � b = 0.But these are pre
isely jEj fun
tions, and thus all of them.





CHAPTER 2The Moebius fun
tion2.1. De�nitionLet N? be the set of positive integers. de�ne a fun
tion � : N? ! Z via(2.1.1) Xdjn �(d) = (1 if n = 1,0 sif n > 1.� � is uniquely determined by the previous formula, that is, there is a uniquefun
tion � that satis�es the formula for all n.Clearly �(1) = 1. Pro
eed by indu
tion on n. If the values �(d) areknwon, for d < n, then the value of �(n) is uniquely determined by (2.1.1).� � is multipli
ative, that is �(nm) = �(n) � �(m) if (n;m) = 1.Let (n;m) = 1. We may 
learly assume n;m > 1. Assume by indu
-tion that �(x) is multipli
ative for x < nm. Now every divisor d of nm
an be written as d = ef , where e j n e f j m, thus (e; f) = 1, so that wehave ��(nm) = Xdjnm;d6=nm�(d)= Xe;f;ejn;f jm;ef 6=nm�(e)�(f)=Xe;ejn�(e) Xf;f jm�(f)� �(n)�(m)= ��(n)�(m)as n;m > 1.� Show that�(n) = 8><>:1 if n = 1,0 if n isa divisble by the square of a prime,(�1)k if n is the produ
t of k distin
t primes.Pro
eeding by indu
tion on k, one shows the formula to hold for n =pk, where p is a prime. Then use the previous item� is 
alled the Moebius fun
tion.2.2. Moebius inversionWe have the important 13



14 2. THE MOEBIUS FUNCTIONTeorema 2.2.1 (Moebius Inversion). Let f : N? ! C be a fun
tion, and letg(n) =Xdjn f(n):Then f(n) =Xdjn �(n=d)g(d):We 
omputeXdjn �(n=d)g(d) = Xd;e;de=n�(e)g(d) = Xd;e;de=n�(e)Xkjd f(k):What's the 
oeÆ
ient on f(k) in the previous formula, for a given k? It'sXd;e;de=n;kjd�(e) = Xe;ejn=k�(e) = (1 if k = n,0 if k 6= n.A probably more enlightening approa
h requires to introdu
e the 
onvolutionof two fun
tions f; g as f �g(n) =Pd;e;de=n f(d)g(e). One shows it is 
ommutativeand asso
iative. De�ne the 
onstant fun
tion 1, whi
h evaulates to 1 for all n, andthe Dira
 delta as(2.2.1) Æa(n) = (1 if n = a,0 if n 6= a.One shows� Æ1 = 1 � � (this is the formula (2.1.1) that de�nes �),� Æa � Æb = Æab,� Æ1 � f = f .Finally, � � (f � 1) = f � (� � 1) = f � Æ1 = f .2.3. Irredu
ible polynomialsWhat is the number of irredu
ible polynomials of degree n over F = Fp? Writeq = pn, and let E be the �eld with q elements.We �rst 
ount the primitive ones, that is, those whose roots have order q � 1.There are '(q � 1) su
h roots, and thus '(q � 1)=n su
h polynomials.Now we now that xq � x is the produ
t of all irredu
ible polynomials in F [x℄of degree d dividing n. Write P (d) for the produ
t of the irredu
ible polynomialsof degree d. Then(2.3.1) xq � x =Ydjn P (d):Using a multipli
ative version of Theorem 2.2.1, we obtainP (n) =Ydjn (xpd � x)�(n=d):



2.3. IRREDUCIBLE POLYNOMIALS 15For example, P (6) = (xp6 � x) � (xp � x)(xp2 � x) � (xp3 � x) :The meaning is that we �rst take out from xp6 � x the irredu
ible polynomials ofdegree dividing 2 and 3, but then we have removed those of degree 1 twi
e, so weneed to 
ompensate.As for the number of polynomials, write Q(n) for the number of irredu
iblepolynomials in F [x℄ of degree d. Then (2.3.1) sayspn =Ydjn Q(d);and this by Theorem 2.2.1 Q(n) =Ydjn �(n=d)Q(d):





CHAPTER 3Linear and aÆne fun
tionsTo be added: Very mu
h to be written3.1. Linear and aÆne transformationsTo be added: In
ludes the one-dimensional 
ase, the representation in matri
es(noti
e how many parameters we need).Let V = V (n; F ) be a ve
tor spa
e of dimension d ove the �eld F . If F =GF(q), we write V = V (n; q). We also think usually of V = F n, if a basis is
hosen impli
itly or expli
itly.A(n F -)linear map V ! V is the usual thing, while f : V ! V is aÆne ifxf = xa + b, where a is linear and b 2 V . (Note that we write maps on the righthere.) We write f = fa;b. Thus f1;0 is the identity map. Note that two su
h maps
ompose as xfa;b Æ f
;d = (xa+ b)f
;d = xa
+ b
 + d = xfa
;b
+d:Note that f
;d is the inverse of fa;b if a
 = 1, so that a is invertible and 
 = a�1,and d = �ba�1. 3.2. The dihedral groupsLet Abe either Z or Z=nZ. For a 2 A invertible and b 2 B, de�ne fa;b : A! Aby xfa;b = xa + b. Clearly these maps form a group. Consider the subsetf fa;b : a 2 f 1;�1 g ; b 2 A g :This is 
learly a group, the dihedral group.When A = Z, this is the group of 
ongruen
es of Z. In fa
t for a = 1 we havethe translations, while for a = �1 we have the re
e
tions.Note �rst that f�1;0 : x 7! �x is the re
e
tion around 0.If b = 2
 is even, thenxf�1;b = �x + 2
 = �(x� 
) + 
;so f�1;b is a re
e
tion around the point 
 on Z. If b = 2
+ 1 is odd, thenxf�1;b = �x + 2
+ 1 = �(x� (
+ 12)) + 
+ 12 ;so it is a re
e
tion around the non-integer 
+ 1=2.For instan
e, in the �rst 
ase, note thatf�1;b = f�11;
 Æ f�1;0 Æ f1;
:So f�1;b is obtained by a 
hange of 
oordinates (
onjugation) from f�1;0.17



18 3. LINEAR AND AFFINE FUNCTIONSIf A = Z=nZ, it is the group of 
ongruen
es of a regular n-gon, whose verti
esare labelled 
onse
utively 0; 1; : : : ; n � 1, where we mean 
lasse modulo n. Fora = 1 we have rotations, while for �1 we have re
e
tions. If n is odd we have onlyone type of re
e
tions, with respe
t to an axis that goes through a vertex and itsopposed side. This is be
ause 2 is invertible in A, so that b = 2
 for some 
, andxf�1;b = �x + 2
 = �(x� 
) + 
is the re
e
tion through the axis passing through the vertex 
 and the opposingside. (Note 
f�1;b = 
) If n = 2m is even, we have two 
ases. If b = 2
, then f�1;bis as above, a re
e
tion through the axis going through the verti
es 
 and m + 
.(In fa
t we have also (m + 
)f�1;b = �(m + 
 � 
) + 
 = �m + 
 = m + 
) Ifb = 2
+1, then f�1;b does not �x any vertex (
he
k) and it is a re
e
tion throughan axis going through the middle points of two opposite sides.In the 
ase A = Z, note that f�1;0 and f�1;1 are involutions (they have periodtwo), while their produ
t f�1;0 Æ f�1;1 = f1;1 is a translation by 1, and thus hasin�nite period. In the 
ase A = Z=nZ, the 
omposition is a rotation of 2�=n, soit has period n.3.3. Cryptanalysis of linear transformationsOur spa
e is V = V (d; q).Suppose the en
ryption is done with a linear fun
tion f = fa;0, and we thepossibility of a 
hosen plaintext atta
k. This means we, the atta
ker, 
an 
hoosewhi
h plaintexts to en
rypt. Clearly we 
hoose a basis ei of V , whi
h has delements, and this allows us to re
onstru
t a, as eif is the i-th row of a, regardedas a matrix.In a given plaintext atta
k, we only observe xif , where the values of x1; x2; : : :are random. For this, we need the results of the next se
tion.3.4. The probability of generating a �nite ve
tor spa
eLet V = V (n; q). Let vi be a random sequen
e of elements of V . Eventuallywe will get a basis out of it. Here's a proof one 
an no doubt improve upon.Let " > 0. The probability that v1 is 0 is 1=qn. So the probability that after t1attempts we are always getting zero is 1=qnt1. This is less than " when(3.4.1) t1 > � logq(")n :So with these many attempts we have a probability 1 � " to have hit a nonzerove
tor. The probability that the next ve
tor is dependent on the �rst one we havethus obtained is q=qn. So we get that the probability of failing after t2 furherattempts is less than " when(3.4.2) t2 > � logq(")n� 1 :The result is that after(3.4.3) t1 + t2 + : : : : : : tn > � logq(")�1n + 1n� 1 + � � �+ 12 + 1�



3.5. CRYPTANALYSIS OF AFFINE TRANSFORMATIONS 19attempts we have obtained a basis with probability at least (1 � ")n > 1 � n".Note that 
 = limn!1  nXk=1 1k!� log(n)!is the Euler-Mas
heroni 
onstant � 0:5772.3.5. Cryptanalysis of aÆne transformationsHere f = fa;b.In a 
hosen plaintext situation, we �rst 
ompute 0fa;b = b, and then we are inthe 
ase of a linear fun
tion.In the given plaintext situation, we start with a di�erential 
ryptanalysis ap-proa
h. That is, given u; v 2 V , we 
ompute uf � vf = (u � v)fa;0, where nowfa;0 is linear. So on
e we have enough ve
tors so that their pairwise di�eren
esform a basis for V , we are have found fa;0, and thus we �nd easily b too.There is only one thing to be noti
ed. Even if we have n + 1 ve
tors vi, su
hthat every subset of n ve
tors is a basis, it might be that their di�eren
es is not abasis. This happens when there is a relation of the formn+1Xi=1 aivi; with n+1Xi=1 ai = 0:To be added: to be polished





CHAPTER 4AESI have just started writing this 
hapter, so it is very tentative, and 
ontainsnotes to myself for further development. Blanket referen
e is [DR02℄.4.1. Rijndael and AESRijndael is the name of the 
ryptosystem Joan Daemen and Vin
ent Rijmenproposed for the Advan
ed En
ryption System (AES) 
ompetition. A version ofRijndael was then adpoted as AES.To be added: Spell the di�eren
esWe will be dis
ussing mainly AES, spelling out the di�eren
es to Rijndael o

a-sionally. 4.2. GeneralitiesAES is a symmetri
 (or private key) 
ryptosystem. That is, the two partieswho use it to 
ommuni
ate have to share a se
ret (private) key beforehand. Apubli
 key 
ryptosystem like RSA might be used to ex
hange the private key;from then on, AES is used.AES is a blo
k 
ryptosystem. A message is split up in blo
ks of 128 bits, andevery blo
k is pro
essed separately.AES must run also in situations in whi
h memory and pro
essing power arelimited, su
h as on a smart 
ard. To minimize the length of the 
ode, AES isan iterated 
rytposystem. That is, a simple fun
tion (whi
h would not o�er anyse
urity by itself, but whi
h has a short 
ode) is iterated several times, untilse
urity is a
hieved. (Think of the way we shu�e a de
k of 
ards: we repeatseveral times a simple shu�ing operation, until the 
ards are well mixed [Dia98℄.)This simple fun
tion is 
alled a round.Thus, when we submit a plaintext blo
k to AES, it undergoes several transfor-mations, until we get the �nal 
iphertext. Ea
h intermediate state in the pro
essis 
alled - ehm - the state. The plaintext, the 
iphertext and all intermediate statesare all elements of a ve
tor spa
e V = V (2; 128) of dimension 128 over the �eldF = F2 with two elements.To be added: Simple examples to illustrate?In turn, every round is 
omposed of several simpler fun
tions. One of theminvolves the round key. Starting from the master key, one di�erent key for ea
hround is 
al
ulated. In round i, the round key ki is simply used by addition, thatis, the state x is mapped to x + ki. 21



22 4. AES4.3. S-boxesAll 
omponents of AES but one are aÆne fun
tions. (In 
ryptography, oneoften says linear, when a mathemati
ian would say aÆne.) This one has to be apermutation 
 of V , a set with 2128 elements. How does one write down su
h abeast? The idea is to split V = 16Mi=1 Vi;where ea
h Vi has dimension 8. The permutation 
 is then de�ned asv
 = 16Xi=1 vi
i;where v = P16i=1 vi, with vi 2 Vi, and 
i is a permutation of Vi. Ea
h Vi is takento be athe additive group of GF(28), and then one takesu
i = (0 if u = 0,u�1 otherwise.This fun
tion is 
hosen (see [Nyb94℄) be
ause it is very mu
h non-linear, seeChapter 5. To be added: To be 
ontinued



CHAPTER 5Nonlinearity5.1. CorrelationA rielaboration of [DR02, Chap. 7℄ in terms of group theory.Let V = Fn2 . Suppose you have two binary Boolean fun
tions f; g : V ! F2.Their Hamming distan
e d(f; g) is simply the number of points on whi
h theydi�er. On average, you will expe
t them to 
oin
ide on about half of the points.That is, if you take two random Boolean fun
tions, the bets are they will have thesame value on half of the points, that is, the probability1� d(f; g)2nthat they 
oin
ide is likely to be 1=2.So you measure their 
orrelation asC(f; g) = 2 � (1� d(f; g)2n )� 1 = 1� d(f; g)2n�1 :(We have used the linear fun
tion � : R ! R given by �(x) = 2x � 1, whi
hmaps the interval [0; 1℄ onto [�1; 1℄.) So 
orrelation 0 means they behave as yourfavourite pair of average random Boolean fun
tions. Correlation 1 means f = g.Correlation �1 means that g(x) = 1 + f(x) for all x, or g evaluates to 0 on thepoints where f evaluates to 1 and vi
eversa. Any 
orrelation di�erent from 0means that the knowledge of f tells you some information about g as well.We 
an reformulate the above asd(f; g) = 2n�1(1� C(f; g)):5.2. Distan
e from aÆne fun
tionsWe will be interested in the (minimum) distan
e of su
h a fun
tion f fromthe set of aÆne Boolean fun
tions. Now an aÆne, nonlinear fun
tion V ! F2 isof the form x 7! g(x) + 1, with g linear. We have d(f; g + 1) = 2n � d(f; g) =2n � 2n�1 + 2n�1C(f; g)) = 2n�1(1 + C(f; g)). So the distan
e of f from aÆnefun
tions ismin� 2n�1(1� C(f; g)) : g linear	 == (f 2n�1(1 + minC(f; g)) : g linearg if C(f; g) � 0f 2n�1(1�maxC(f; g)) : g linear g if C(f; g) < 023



24 5. NONLINEARITYSin
e minC(f; g) = �max(�C(f; g)), we get that the distan
e of f from aÆnefun
tions is(5.2.1) 2n�1(1�max f jC(f; g))j : g linearg):5.3. A s
alar produ
tIf f is a Boolean fun
tion (that is, a fun
tion with values 0; 1), we may representit via a C-valued fun
tion f̂(x) = (�1)f(x), that is, the fun
tion f̂ : V ! C su
hthat f̂(x) = (1 if f(x) = 0,�1 if f(x) = 1.(We will see soon why we might want to do that.) Clearly[f + g(x) = (�1)f(x)+g(x) = (�1)f(x)(�1)g(x) = f̂(x) � ĝ(x):We now de�ne a s
alar (better: Hermitian) produ
t among fun
tions ';  : V ! Cvia h';  i = 1jV jXx2V '(x) (x):This is bilinear (well, to be more pre
ise, in the se
ond variable. . . ), and visiblynondegenerate: just note thath'; 'i = 12nXx2V j'(x)j2 > 0;if ' 6= 0. Consider now Boolean fun
tions f; g. If K = fx 2 V : f(x) 6= g(x) g, sothat d(f; g) = jKj, we have2n Df̂ ; ĝE =Xx2V f̂(x)ĝ(x) =Xx2V (�1)f(x)+g(x)=Xx2K(�1) + Xx2V nK 1 = �d(f; g) + (2n � d(f; g))= 2n � 2d(f; g) = 2nC(f; g):In other words C(f; g) = Df̂ ; ĝE :In parti
ular the norm Df̂ ; f̂E = 1 for Boolean fun
tions f .5.4. ParitiesThe dual spa
e V ? of V is the ve
tor spa
e of all linear maps V 7! F2. A
hoi
e of a basis vi on V gives a dual basis v?i 2 V ? (where v?i (vj) = Æ(i; j)). Wewill write elements og V and V ? as ve
tors in Fn2 , with respe
t to su
h a pair ofbases.If w 2 V ? (regarded, as we said, as an element of Fn2 ), as a linear fun
tionV ! F2 a
ts as x 7! x � w (where \�" represent the row-by-row produ
t of x and



5.4. PARITIES 25w, where x 2 V is also regarded as an element of Fn2 Their hats are the fun
tions
alled parities �w : V ! f 1;�1 gx 7! (�1)x�w:Note that �x(y) = �y(x).We 
laim that every binary Boolean fun
tion (in the hat form), that is, everyfun
tion V ! C, 
an be written as a linear 
ombination of these. Note that thespa
e of fun
tions V ! C is a ve
tor spa
e over C of dimension 2n over C.This is a spe
ial 
ase of a rather more general fa
t from the theory of grouprepresentation theory and dis
rete Fourier transforms. Let G be a �nite abelian(
ommutative) group. Then its (linear) 
hara
ters are the group morphisms fromG into the multipli
ative group C? of the nonzero 
omplex numbers.If G is our V above, su
h a morphism ' satis�es'(x+ y) = '(x)'(y);thus we have for all v 2 V1 = '(0) = '(2v) = '(v + v) = '(v)'(v) = '(v)2;so that '(v) 2 f 1;�1 g. And in fa
t these 
hara
ters are exa
tly the paritiesabove. This is be
ause a parity is a 
hara
ter, and 
onversely, if ' is a 
hara
ter,then we 
an write '(x) = (�1) (x) for a unique  : V ! F2, and  is linear, as(�1) (x+y) = '(x + y) = '(x)'(y) = (�1) (x)(�1) (y) = (�1) (x)+ (y):Note now that two distin
t parities are orthogonal, as we haveh�v; �wi = 12nXx2V (�1)x�v(�1)x�w= 12nXx2V (�1)x�(v+w)= Æ(v; w):In fa
t, if v = w all the summands are 1. If u = v+w 6= 0, the sum is zero instead.This is be
ause x 7! x � u is a linear map V ! F2. It has value 0 on its kernal,whi
h is a subspa
e of V of 
odimension one, and thus with 2n=2 elements, andvalue 1 on the remaining 2n=2 elements.If these parities are orthogonal, they must be linearly independent, and thusthey are a basis of the spa
e of C-valued fun
tions on V . Let us �nd how to writeany (hat) fun
tion in terms of the parities.The 
oeÆ
ients will be of 
ourse just the s
alar produ
ts of a f̂ with theparities, that is, the 
oeÆ
ient of f̂ with respe
t to the parity �w will beF (w) = C(f; �w) = Df̂ ; �wE = 12nXx2V (�1)f(x)+x�w:This fun
tion F : V ? ! C is 
alled the Walsh-Hadamard transform of f , orequivalently f̂ . It is a spe
ial 
ase of a Fourier transform.



26 5. NONLINEARITYRe
ipro
ally, we haveC(F; �y) = hF; �yi = 12n Xw2V F (w)�y(w)= 12n Xw2V F (w)(�1)y�w= 122n Xw2V  (�1)y�wXx2V (�1)f(x)+x�w!= 122nXx2V  (�1)f(x)Xw2V (�1)(x+y)�w!= 12nXx2V �(�1)f(x) h�x; �yi�= 12nXx2V �(�1)f(x)Æ(x; y)� = 12n f̂(y):So indeed f̂(y) =Xw2V F (w)�y(w)a fun
tion is determined by its 
orrelations (s
alar produ
ts) with the parities.5.5. Parseval's identityWe note Parseval's identity, whi
h will turn handy later1 = Df̂ ; f̂E = *Xv2V F (v)�v;Xw2V F (w)�w+ == Xv;w2V F (v)F (w)Æ(v; w) =Xv2V F (v)2:Now F (v) is the 
orrelation of f with the linear fun
tion �v. So if M =max f jC(f; g))j : g linearg, we obtain 1 � jV jM2, that is(5.5.1) M � 12n=2 :5.6. Inversion in a �nite �eldNow suppose V = E = GF(2n). So ea
h linear fun
tion E ! F2 is of theform x 7! tr(ax) for a suitable a 2 E.What's the 
orrelation of a (hat) fun
tion f̂ with su
h a linear fun
tion? It isC(f; tr(a�)) = Df̂ ;[tr(a�)E = 12nXx2V (�1)f(x)+tr(ax):



5.6. INVERSION IN A FINITE FIELD 27Consider the 
ase when f(x) is a 
omponent of inversion, that is, f(x) =tr(bx�1) for some b 2 E?. Res
aling, we have to evaluate a Kloosterman sumXx2E?(�1)tr(x+bx�1)Using for instan
e [CU57℄ we get�����Xx2E?(�1)tr(x+bx�1)����� � 2 � 2n=2;that is, jC(f; tr(a�)j � 22n=2 ;whi
h is within a fa
tor 2 of the bound (5.5.1), and thus the distan
e of inversionfrom the aÆne fun
tions is given, a

ording to (5.2.1), by2n�1(1�max f jC(f; g))j : g linearg) � 2n�1(1� 22n=2 ) = 2n�1 � 2n=2:





CHAPTER 6Trun
ated di�erential 
ryptanalysis of AESWarning! This part is taken from [CDVSV04℄, and needs some adjustments.6.1. What we are trying to avoidSuppose T : V ! V is a 
ryptographi
 transformation. (Of 
ourse T = Tkdepends on the key.) Here V has dimension n (say even) over F2. Brute for
ewould require sear
hing through alla 2n elements of V .But suppose there is a subspa
e W of V , of dimension n=2, su
h that if x; y 2V , and x�v 2 W , then T (x)�T (y) 2 W . This means that T sends a 
oset x+Wof W into another su
h 
oset. In fa
t if y = x + w 2 x +W , so that w 2 W , wehave y � x 2 W , so T (y) � T (x) 2 W , and T (y) 2 T (x) +W . In otehr wordsT (x+W ) � T (x)+W , and thus T (x+W ) = T (x)+W , be
ause T is a bije
tion,and the two sets have the same number jW j of elements.So the 
ryptanalyst builds a qui
k memebership test (sifting) for elements ofW , and a set R, of size 2n=2, su
h thatf x+W : x 2 V g = f r +W : r 2 R g :Given a 
iphertext 
0, the 
ryptanalyst sear
hes through R until he �nds r0 2 Rsu
h that 
0 2 T (r0) + W , that is, 
0 � T (r0) 2 W . So 
0 2 T (r0 +W ). The
ryptanalyst now sear
hes through W until he �nds w0 2 W su
h that 
0 =T (r0 +w0). So p0 = r0 +w0 is the plaintext, and it has taken 2 � 2n=2 attempts to�nd it.(Note. Some arguments are more general, valid also over any (in�nite) �eldand for subspa
es of arbitrary dimension.)6.2. Notation and statementRe
allLemma 6.2.1. GF(pn) � GF(pm) if and only if n divides m.We are staying 
lose to the notation of [DR02℄. We assume � = 
�, where
 and � are permutations. Here 
 is a bri
klayer transformation, 
onsisting of anumber of S-boxes. The message spa
e V is written as a dire
t sumV = V1 � � � � � Vnt;where ea
h Vi has the same dimension m over GF(2). For v 2 V , we will writev = v1 + � � �+ vnt, where vi 2 Vi. Also, we 
onsider the proje
tions �i : V ! Vi,whi
h map v 7! vi. We havev
 = v1
1 � � � � � vnt
nt;29



30 6. TRUNCATED DIFFERENTIAL CRYPTANALYSIS OF AESwhere the 
i are S-boxes, whi
h we allow to be di�erent for ea
h Vi.� is a linear mixing layer.In AES the S-boxes are all equal, and 
onsist of inversion in the �eld GF(28)with 28 elements (see later in this paragraph), followed by an aÆne transfor-mation. The latter map thus 
onsists of a linear transformation, followed by atranslation. When interpreting AES in our s
heme, we take advantage of the well-known possibility of moving the linear part of the aÆne transformation to thelinear mixing layer, and in
orporating the translation in the key addition (see forinstan
e [MR02℄). Thus in our s
heme for AES we have m = 8, we identify ea
hVi with GF(28), and we take x
i = x28�2, so that 
i maps nonzero elements totheir inverses, and zero to zero. As usual, we abuse notation and write x
i = x�1.Note, however, that with this 
onvention xx�1 = 1 only for x 6= 0.Our result, for a key-alternating blo
k 
ipher as des
ribed earlier in this se
tion,is the following.Teorema 6.2.2. Suppose the following hold:(1) 0
 = 0 and 
2 = 1, the identity transformation.(2) There is 1 � r < m=2 su
h that for all i� for all 0 6= v 2 Vi, the image of the map Vi ! Vi, whi
h mapsx 7! (x + v)
i + x
i, has size greater than 2m�r�1, and� there is no subspa
e of Vi, invariant under 
i, of 
odimension lessthan or equal to 2r.(3) No sum of some of the Vi (ex
ept f 0 g and V ) is invariant under �.Then there is no subspa
e U 6= f 0 g ; V of U su
h that if an inout di�eren
e is inU , so is the 
orresponding output di�eren
e.6.3. AESWe note immediatelyLemma 6.3.1. AES satis�es the hypotheses of Theorem 6.2.2.Proof of Lemma 6.3.1. Condition (1) is 
learly satis�ed.So is (3), by the 
onstru
tion of the mixing layer. In fa
t, suppose U 6= f 0 g isa subspa
e of V whi
h is invariant under �. Suppose, without loss of generality,that U � V1. Be
ause of MixColumns [DR02, 3.4.3℄, U 
ontains the whole �rst
olumn of the state. Now the a
tion of ShiftRows [DR02, 3.4.2℄ and MixColumnson the �rst 
olumn shows that U 
ontains four whole 
olumns, and 
onsidering(if the state has more than four 
olumns) on
e more the a
tion of ShiftRows andMixColumns one sees that U = V .The �rst part of Condition (2) is also well-known to be satis�ed, with r = 1(see [Nyb94℄ but also [DR06℄). We re
all the short proof for 
onvenien
e. Fora 6= 0, the map GF(28) ! GF(28), whi
h maps x 7! (x + a)�1 + x�1, has imageof size 27 � 1. In fa
t, if b 6= a�1, the equation(6.3.1) (x + a)�1 + x�1 = b



6.4. PROOF 31has at most two solutions. Clearly x = 0; a are not solutions, so we 
an multiplyby x(x + a) obtaining the equation(6.3.2) x2 + ax + ab�1 = 0;whi
h has at most two solutions. If b = a�1, equation (6.3.1) has four solutions.Two of them are x = 0; a. Two more 
ome from (6.3.2), whi
h be
omesx2 + ax + a2 = a2 � �(x=a)2 + x=a + 1� = 0:By Lemma 6.2.1, GF(28) 
ontains GF(4) = f 0; 1; 
; 
2 g, where 
; 
2 are the rootsof y2 + y + 1 = 0, Thus when b = a�1 equation (6.3.1) has the four solutions0; a; a
; a
2. It follows that the image of the map x 7! (x+ a)�1 + x�1 has size28 � 42 + 44 = 27 � 1;as 
laimed.As to the se
ond part of Condition (2), one 
ould just use GAP [GAP05℄to verify that the only nonzero subspa
es of GF(28) whi
h are invariant underinversion are the sub�elds. A

ording to Lemma 6.2.1, the largest proper one isthus GF(24), of 
odimension 4 > 2 = 2r. However, this follows from the moregeneral Theorem 6.5.1, whi
h we give in the Appendix. �6.4. ProofProof of Theorem 6.2.2. Suppose, by way of 
ontradi
tion, that there isa subspa
e U 6= f 0 g ; V of V su
h that if v; v + u 2 V are two messages whosedi�eren
e u lies in the subspa
e U , then the output di�eren
e also lies in U , thatis (v + u)�+ v� 2 U:Sin
e � is linear, we haveFa
t 1. For all u 2 U and v 2 V we have(6.4.1) (v + u)
 + v
 2 U��1 =W;where W is also a linear subspa
e of V , with dim(W ) = dim(U).Setting v = 0 in (6.4.1), and be
ause of Condition (1), we obtainFa
t 2. U
 = W and W
 = U .Now if U 6= f 0 g, we will have U�i 6= f 0 g for some i. We prove some in
reas-ingly stronger fa
ts under this hypothesis.Fa
t 3. Suppose U�i 6= f 0 g for some i. Then W \ Vi 6= f 0 g.Let u 2 U , with ui 6= 0. Take any 0 6= vi 2 Vi. Then (u+ vi)
 + vi
 2 W , andalso u
 2 W , by Fa
t 2. It follows that u
+(u+vi)
+vi
 2 W . The latter ve
torhas all nonzero 
omponents but for the one in Vi, whi
h is ui
i+(ui+vi)
i+vi
i 2W\Vi. If the latter ve
tor is zero for all vi 2 Vi, then the image of the map Vi ! Vi,whi
h maps vi 7! (vi + ui)
i + vi
i, is fui
i g, of size 1. This 
ontradi
ts the �rstpart of Condition (2).Clearly (W \ Vi)
 = U \ Vi. It follows



32 6. TRUNCATED DIFFERENTIAL CRYPTANALYSIS OF AESFa
t 4. Suppose U�i 6= f 0 g for some i. Then U \ Vi 6= f 0 g.Finally we obtainFa
t 5. Suppose U�i 6= f 0 g for some i. Then U � Vi.A

ording to Fa
t 4, there is 0 6= ui 2 U \Vi. By the �rst part of Condition (2)the map Vi ! Vi, whi
h maps x 7! (x + ui)
i + x
i, has image of size > 2m�r�1.Sin
e this image is 
ontained in the linear subspa
e W \ Vi, it follows that thelatter has size at least 2m�r, that is, 
odimension at most r in Vi. The same holdsfor U \ Vi = (W \ Vi)
. Thus the linear subspa
e U \W \ Vi has 
odimension atmost 2r in Vi. In parti
ular, it is di�erent from f 0 g, as m > 2r. From Fa
t 2 itfollows that U \W \ Vi is invariant under 
. By the se
ond part of Condition (2)we have U \W \ Vi = Vi, so that U � Vi as 
laimed.From Fa
t 5 we obtain immediatelyFa
t 6. U is a dire
t sum of some of the Vi, and W = UThe se
ond part follows from the fa
t that W = U
, and Vi
 = Vi for all i.Sin
e U = W� by (6.4.1), we obtain U = U�, with U 6= f 0 g ; V . This
ontradi
ts Condition (3), and 
ompletes the proof. �The proof of Theorem 6.2.2 
an be adapted to prove a slightly more generalstatement, in whi
h Conditions (1) and (2) are repla
ed with(10) 0
 = 0 and 
s = 1, for some s > 1.(20) There is 1 � r < m=s su
h that for all i� for all 0 6= v 2 Vi, the image of the map Vi ! Vi, whi
h mapsx 7! (x + v)
i + x
i, has size greater than 2m�r�1, and� there is no proper subspa
e of Vi, invariant under 
i, of 
odimensionless than or equal to sr.6.5. Additive subgroups of �nite �elds 
ontaining their inversesWe are grateful to Sandro Mattarei (see [Mat05℄, and also [GGSZ04℄, formore general results) for the followingTeorema 6.5.1. Let F be a �eld of 
hara
teristi
 two. Suppose U 6= 0 is anadditive subgroup of F whi
h 
ontains the inverses of ea
h of its nonzero elements.Then U is a sub�eld of F .Proof. Hua's identity, valid in any asso
iative (but not ne
essarily 
ommu-tative) ring A, shows(6.5.1) a+ ((a� b�1)�1 � a�1)�1 = abafor a; b 2 A, with a; b; ab� 1 invertible.First of all, 1 2 U . This is be
ause U has even order, and ea
h element di�erentfrom 0; 1 is distin
t from its inverse.Now (6.5.1) for b = 1, and a 2 U n f 0; 1 g shows that for a 2 U , also a2 2 U .(This is 
learly valid also for a = 0; 1.) It follows that any 
 2 U 
an be representedin the form 
 = a2 for some a 2 U . Now (6.5.1) shows that U is 
losed underprodu
ts, so that U is a subring, and thus a sub�eld, of F . �



6.6. EQUATIONS OF DEGREE TWO IN CHARACTERISTIC TWO 336.6. Equations of degree two in 
hara
teristi
 twoSuppose we have the equation x2+ux+v = 0 over a �nite �eld F of 
hara
ter-isti
 two, and order 2n. Clearly the usual formula for the solutions does not work,as we 
annot divide by two, and in fa
t 
ompleting the square does not work here:if we substitute x + a to x, we get x2 + ux+ v + a2 + au, with no gain.Now if u = 0 we get one solution, as the fun
tion x 7! x2 is an isomorphismhere. So assume u 6= 0. Substitute ux to x to get u2x2 + u2x + v = 0, and divideby u2 to get x2 + x + vu�2 = 0. The fun
tion x 7! x2 + x is a substitute in
hara
teristi
 two of the usual \square root" fun
tion. It is linear over F2. Itskernel is f 0; 1 g, so its image has size jF j =2. If b = a2+a is in the image, then b2 =a4+a2; : : : ; b2n�1 = a2n+a2n�1 = a+a2n�1, so that tr(b) = b+b2+� � �+b2n�1 = 0. Itfollows that the image of x 7! x2+x is the kernel of the tra
e fun
tion tr : F ! F2,whi
h has indeed order jF j =2. We obtainTeorema 6.6.1. Consider the equation x2+ ux+ v = 0 over the �nite �eld Fof 
hara
teristi
 two.(1) If u = 0, the equation has one double solution.(2) If u 6= 0, the equation has two distin
t solutions in F if and only iftr(vu�2) = 0.





CHAPTER 7Codes7.1. The singleton boundTo be written. 7.2. Cir
ulant matri
esLet A = C[x℄=(xn � 1). Every element of A 
an be represented uniquely asthe 
lass of a polynomial of degree < n, so that A has basis 1; x; : : : ; xn�1 over C.Let 
 = 
0+ 
1x+ � � �+ 
n�1xn�1 2 A, and 
onsider the linear fun
tion '
 : A! Athat maps a 7! a
. With respe
t to the standard basis, the matrix of 
 is 
ir
ulant266664 
0 
1 
2 : : : 
n�3 
n�2 
n�1
n�1 
0 
1 
2 : : : 
n�3 
n�2
n�2 
n�1 
0 
1 
2 : : : 
n�3. . .
1 
2 
3 : : : 
n�2 
n�1 
0
377775This is better understood if A is mapped onto B = Cn via a 7! [a(!i)℄0�i<n,where ! is a primitive n-th root of 1. (This is well de�ned on A., be
ause the!i are pre
isely the roots of xn � 1.) Sin
e a � 
(z) = a(z) � 
(z), with respe
t tothe 
anoni
al basis of B multipli
ation by 
 be
omes multipli
ation by the s
alarmatrix whi
h has 
(!i) on the diagonal. So these are the eigenvalues of '
, we seethat '
 is invertible i� no !i is a root of 
, et
.7.3. Cir
ulant matri
es in 
hara
teristi
 twoHere part of the arguments fail. Nevertheless we 
onsider A = F [x℄=(x4 + 1),where F = GF(28), and 
 = (� + 1)x3 + x2 + x + �, where � is a root of m =x8+x4+x3+x+1, the Rijndael polynomial. We have 
(1) = 1, so '
 is invertiblewith inverse '
3, as 
 = (x + 1)q + 1 for some q, 
3
 = 
4 = (x4 + 1)q4 + 1 � 1(mod x4 + 1). We 
ompute
3 = (�3 + � + 1)x3 + (�3 + �2 + 1)x2 + (�3 + 1)x+ �3 + �2 + �;and �nd its four 
oeÆ
ients are nonzero.

35
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