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ABSTRACT

By the discovered correlation between linear functions over
GF (q")and matrices over GF'(g), a new scheme is presented to

resolve the algebraic expression of Rijndael S-box in this paper.
This new scheme has the advantage of predetermining in the case
of a given random base overGF(g"). The reason why only 9
terms are involved in the algebraic expression of Rijndael S-box is
presented, which corrects the available inaccurate illustration. We
finally conclude all the available methods to determine the
algebraic expression of Rijndael S-box.

Categories and Subject: C.2.0 General
Keywords: AES: Rijndael; Sbox; g-polynomial;

1. INTRODUCTION

On October 2nd, 2000, the US National Institute of Standards and
Technology (NIST) announced to select Rijndael [1] as the
Advanced Encryption Standard (AES), and published it as FIPS
197(2] on 26 November 2001. In the past years more attention has
been concentrated on the security of Rijndael. Especially we move
our consideration to the algebraic structure of Rijndael S-box,
which is the only nonlinear part of Rijndael, but offers the

particular advantage of diffusion proposed by Shannon [3] in 1949.

So we can claim that the unusual security of the algorithm almost
depends on the security of the S-box, and much progress has been
made on the research of Rijndael S-box, such as the latest two
achievements [4,5] highlighted in [6] On 27 September, 2000.

It is well known that only 9 terms are involved in the algebraic
expression of Rijndael S-box, researches [7-9] illustrated this
phenomenon and people seem to be still worried about Rijndael
security. In this paper we present some important properties of the
linear functions over GF(¢"), matrices of order n over GF(q),

and the g-polynomials over GF (¢") . We discover and prove the
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equivalence relationship among the g-polynomials, the matrices of
order n and the linear functions over finite field. It is discovered
that one linear function will correspond to distinct matrices under
strict different basis, and the absence of generality of the algorithm
in [9] is also demonstrated. As another important contribution of
this work, we design a new scheme for the mutual determinations
between g-polynomials over GF(g") and matrices of order n

over GF(q) with full generality as its advantage. And its
application to resolve the algebraic expression of Rijndael S-box is
presented. The essential reason why only 9 terms are involved in
the algebraic expression of Rijndael S-box is developed at the end.

This paper is organized as follows: In Sect. 2 we describe the
equivalence among linear functions, q-polynomials over GF(q")

and matrices of order n over GF(q); In Sect.3 we design a new

approach of mutual determination between g-polynomial over
GF(q")and matrix over GF (g). The extension of the scheme [9]

is also proposed; In Sect.4 we illustrate the reason why only 9
terms are involved in the algebraic expression of Rijndael S-box,
and apply the new method in sect.3 to resolve the algebraic
expression of Rijndael S-box. Finally Sect. 5 summarizes the
whole paper.

2 Equivalence among Linear Functions,

g-polynomials and Matrices
Definition 1. The linear function L(x) over GF(q")is defined by

() for Vx,x,eGF(q") , it is satisfied that
L(x, +x,) = L(x,)+ L(x,): and
(2) for Vxe GF(q") andVk e GF(q),itis satisfied that
L(kx) = kL(x);
Theorem 1. The number of linear function over GF(g") is q”z .
Proof. Let [(x) be one linear function over GF(q") and
(&, -+, @, ) be one base overGF(q"), then Vxe GF(q")
can be denoted as x = Z:‘: xa,» x, € GF(q) under the base. So

L) =LY xe) = 37, Lixa) = ¥ x Lar)

then as long as (L(e,),L(e,)..L(cx,_ )) € GF(q")" is selected,
L(x) will be
(L), L(e)..L(a, ) e GF(q" )"isg"l , so the number of linear

determined exclusively. The number of

function over GF(q") iSq"zi
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Definition 2. The q-polynomial over GF(q") is defined by
0(x)=3""ax" 1a, € GF(g"), and the affine q-polynomial over
GF(q")is defined by 40(x)=3""ax’ +b, a,beGFq")-

=1 7
Theorem 2 denotes the essence of the q-polynomial over GF(4").
Theorem 2. The function of ((y)= Z""a_xv‘ over GF(q") is

i=0 !

linear.
It is easy to prove Theorem 2 from the definition 1, and we can
derive the following theorem 3 from the combination of the two
proceeding definitions:
Theorem 3.Any linear function L(x) over GF (q")has the form of
q-polynomial over GF ("), that is [(x) = Z:a[ X . '
Based on the fact that the inverse matrix over GF'(g) is linear, it is

necessary to denote the relationship between the linear functions
over GF(q") and the matrices over GF(q) . Let

B=(a,a, ,a,,) be one base over GF(q"), then for example,
each element x € GF(¢")can be denoted as x = (x,,x,+++,x,,),
=(f,(0), f;(),++ f, (%)), under the base B and called [, for short.
(Xs Xy 5%, ) = (S5 (%), £ (x),0+, £, (x)) ; denates the coordi-
nate functions of X under the base B . The polynomial 7(y)can also
be denoted as (st 5 000)p = (8o (), 2005+, 8,4 () by B and
[L(x)], for short. Then we have Theorem 4 to describe the
relationship between the linear functions over GF(q")and the
matrices over GF(qg)-

Theorem 4. If the polynomial J(x) over GF(g") holds for the
equation[/(x)], =[x], 4, where 4= (@) denotes the matrix of
order n over GF(g), then L(x)1s one linear function OVer GF(g")-

We can easily prove the fact from the definition 1. Now we have
found that the properties of the linear functions over GF(g"), the

g-polynomials and the matrices over GF(q), and we can obtain

the following theorem to describe their relationship.
Theorem 5. The linear function L(x) over GF(q") ., -

polynomial O(x)= Y x" and the matix [=(q,), oOver
GF(q) have the following equivalent relationship:
(1)  The form of polynomial expression of linear
function L(x) over GF(q") is Q(x)=zlf’=‘l:aixq’.
{2) Any base B over GF(g") holds for the equation
[L(x)]; =[x]; A4, in which A varies with the base B .
3 New Approach of Mutual Determinations
between q-polynomials and Matrices

Theorem 4 denotes the nature of linear function over GF(g")and
the Matrix 4 over GF{(q)- Here we will resolve the problem how to

resolve the other one if one of them is specified. Furthermore if
one base over GF(¢")and one linear function are given, how can

we determine the matrix 4 to hold for the relationship in Theorem
47 In addition how can we find the linear function I(x)

corresponding to the given matrix A? Some research has been
done in paper [9], and the relationship between the linear function
and the matrix 4 has been studied. A matrix 37, | Over GF(q)

is used to denote the cormrelation of the linear function and the
matrix 4. Method in paper [9] has the merit that the matrix
M , ,makes no difference no matter which linear function and
the matrix 4 are selected. So we can predict the matrix a7, |
noxn
under the condition that the function and the matrix 4 are not clear.
But on the other hand, it has the disadvantage that the method is
only applicable to the polynomial base, so it loses the generality.
Here we extend the method to determine the correlation between
the linear function over GF(g")and the matrix A4 over GF(g)With

full generality as its advantage.
It is well known that the number of basis over GF(q")is

l"[l":;(q" —g'). If we define the base (,,q,, -, )and the
base (kay, ka,, - ka, )) (02keGF(q)as the strict same
base, thus the number of the strict distinct base is
n=l. pn i H 4 .
H,»zo(‘l -gY(g-1)-In this sense we derive the Theorem 6:
Theorem 6. Let[(x)be one lincar function overGF(q"), and
B‘ =(a‘l“all’...,a"'_l) , Bz=(q%’alz’...,a:_l) be the two strictly
distinct basis over GF(q") , if [L(x)]; =[x], 4, and
[L(x))5, =[x]5, A, then A # 4,
Proof. For arbitrary basis g and g, obviously B, = (a?,a?,-,
a:-x) = (k()a(lnklall’“"kn-la/]:—l) » in which k< o} - ()"

If4, = 4, thatis a; =a;=a;,i,je(0],n-1),

i3
so Lia))= Z',’:oaiialz =z,,'-;:>“fikia;

furthermore L(a?)= Lka) =k L(c))

thus kL(a) =" a ke,

therefore L(a}) = Z'}:L a;(k,/k)et;

but La)=3" aa)

then ky=k ==k,

It is a contradiction to the two strictly different bases B and B, SO
A =4,

Theorem 6 indicates that a function will lead to different matrix
under the strictly distinct basis, but the algorithm method [9] is
only applicable to the case of a polynomial base, and it does not
work well for the other more non-polynomial basis. In the
following, we present an extension to the method [9], and design a
new approach to determine the mutual determinations between the
g-polynomial and the matrix Over GF(¢)- Both the methods hold

for any different basis. We suppose all of the following discussion
is processed under the arbitrary base B=(ay,0,,,a,,) over

GF(q")-
3.1 Extension Scheme
Let O(x) = Z"_‘(: bx* be the g-polynomial over GF(g"), Where
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o [ ] = are p—
bi:z;=()bﬁai , et Az(aij) i,j=0L--5n—1 be the

comresponding matrix of o(x) under the base g, that is
[Xx)], =[x];A- If X is substituted by any element of the base,

. ' —] -
then we obtain: (g )= k;bkai" ._.z“::'"( b o)’ s In

o= iy
. k
which o ¢,% can be calculated bya‘a’_"‘

Q)= 3, T (T en,

axn?

n-1
=2 Cug®; > U

)=2 L O X bucay)a, (D

n-1 3 ;o= e —_—
Then Q(a,.)=zj_oa,.ja}., l’.] - 051, ,n 1 (2)
So from the combination of (1) and (2) we can obtain
et i ik s=01--n-1 3)
Q(a,.)—zl,_oa,.jaj, 11]3 ) sls ]
Therefore the elements (CIARTEN: NI a(n_”m...‘a(n_w_“)f of

matrix 4 are linearly related to the coefficients (b, ,- -, Bogniy> s

b(H)o’...,b(n_l)(n-l))f of QO(x) by the following -equation:

T
(o055 @oguys "3 Bgatyor* s Baiynty) =M s X (g5t *5By0yys

T
B ‘7}7("—1)0 [ ’b(u—l)(n—l)) )

In equation (4) M is one matrix of ordern® over GF(q) With
Cipyy 3 its elements .On the other hand, the coefficients of (x) can
be calculated by the following equation:
Boas*sDunenys***sBaoiyor s Bucin-n ) = (M ).*..2 *{@gg," s Bguoy s

T
Qoiyor 5 Quoiynety) *

3.2 New Approach

We develop here a method how to determine the matrix A of
ordern over GF(gyholding for the equation[Q(x)], =[x],4- We

know that the elementx, g-polynomial g(x)= Z"‘:b_ < and
=01
Q(a,) e GF(g")are related to the base Bby the equation:
x=37 0, 0W=Y g ®a, Ka)=3 7
Thus according to the linearity of Q(x) , we can obtain:
T8, 0e =00 =07, fixa) =Y Qi (9e) =37 /(00a,)
IO WETIED WHO NN IC LA
Then we derive g,(x)= Z::}'r/fi(x) , and 4= o)

elements of i, TOW are the coordinates of o) under the base B.

. So the

nxn

In the following we will study how to determine the g-polynomial
0(x) =2"" b.x" overGRgmyaccording to the matrix 4of order n
i=() t

over GF(q) which holds for[(Xx)], =[x];4. Obviously it is not
difficult Q(a’) = Z’;;:) yiia/ the

base B=(a,a,a,,) in which 7”denotes the i, TOW elements

to  calculate under

of matrix 4. When we consider the q-polynomial function, we
obtain
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o by+ -+l b, = =0p)

n =
04”’0“"""*‘“14 b =f=0c) &)
U n
A hy+tral b =B, =0a,,)
Elements of (bysby,e--,b, ) are the n variables to be resolved,
and the matrix of coefficients of (5) is
] ' =1
a?  af o
(1 N 1] . [ -
al af - oof
o 1 qn-l
al, al, @y

which is a matrix of Vandermonde, then equation (5) has
resolutions. So when the base g = (@2, ) 1S determined,

the g-polynomial function will be derived from the equation with
complexity O(n’) -
4 Application to AES S-box
In this section we will apply our theory in Sec.3 to AES S-box. It
is referred to AES proposal for a full description of the cipher, but
we only list the significant step which is named S-box here. This
S-box is the only nonlinear part of AES, but it fulfills the most
important function: confusion, which is one of the significant ideas
in Shannon information theory. So we can consider that it
determines the security of the whole block cipher to a large degree.
The structure of the AES S-box is arranged as follows.
4.1 Basic Structure of AES S-box
The AES encrypts a 16-byte block using a 16-byte key with 10
encryption rounds. The value of each byte in the amay is
substituted according to a table look-up. This table look-up S-box
is a combination of three transformations:
(a) The input X is mapped to x = x~', where x7!is defined
by x = x**(x#0). Here we should notice the ‘AES inversion’

is identical to the standard field inversion in finite field for
nonzero field elements but with0™' =0 .

(b) The intermediate value X is regarded as
aGF(2)-vector of dimension 8 and transformed using an
8x8 GF(2)-matrix ,. The transformed vector L, -x is

then regarded as an element of finite fields in the natural way.

5

1 11 11000
011t 1 1 1 00
001 1 1L 1 10
00 0 1 1 1 11
L,=
’ f 0001 1 11
I 100 0 1 1 1
I 1100 01 1
1 1.1 1 0 0 0 1

Here the transformed vector L, can be deduced from the
polynomial module multiplication:
a(x)(x" +x° +x° +x* +hmodx® +1

where a(x) denotes the polynomial expression of the value x



which is regarded as a G F(2) -vector of dimension 8.
(c)  Finally, the output of the AES S-box is L, - x + 0x63,
where addition is with respect to GF(2) . The constant 0x63
is used to eliminate the fixed pointx—»x and contrary fixed
pointy - x.
The byte inversion operation over finite field GF(2*) was chosen
by its designers to resist all possibly linear and difference
invariance, the basic ingredients of linear and differential
cryptanalysis. However, by using simple algebraic operations with
known properties, the combinations of them may possess many
interesting and unexpected algebraic properties that were not
known at the initial design time. The simple algebraic expression
is one of the most interesting and disadvantageous properties,
although no vulnerability has been found about it up to now. From
the above description, we can derive the AES S-box algebraic
expression:
205240954 925423774 145740 B
+B5x "8 Y +0x63=03x"+09(x”' Y+ f9 (x )"
28067 47 HO 10 Y S (x )
+81(x7) *+0x63

From this equation (6), we find that it is an affine g-polynomial

(6

over GF(g") with respect to x'. In order to illustrate this reason,

we should first reveal the nature of the structure of AES S-box.
4.2 Why Fewer Terms of AES S-box Algebraic
Expression

Obviously although the algebraic degree of AES S-box algebraic
expression is up to utmost 254, but it is very simple, and only 9
terms are involved. For this simple algebraic expression, it is
suspected to be vulnerable to the interpolation attack. But so far no
accurate reason has illustrated the reason why only 9 terms are
involved in AES S-box algebraic expression, so we are challenged
this open problem and present a reasonable answer to it. From
Sec.4.1, we know that the nature of the structure of AES S-box is
that all the linear transformation of AES S-box is based on the
bit-level (coordinates of elements of finite fields) operation with
respect to element x™, so it is necessary first to investigate the
relationship of the coordinates of elements with respect to the
elements of finite fields.

For the finite field GF(q") generated by the irreducible
polynomial g(x) with degree n , we connect the element

xe GF(q") to its coordinates x, € GF(q) with the help of the
polynomial base B=(la,a’,--,@"")(ais a 100t of g(x) ):
X=(%, %5, 5%0)5 =z:xio{ . Then we have the following
conclusion:

Theorem 7: x =(x, X, 5,y %)y = Z.::xiai ,x, € GF(q)+
then the relationship between the coordinates x, and the element

X of finite field GF (¢") isx, =Z_j)ajx'/ ,0#a,€GRq").

Proof: Let B=(1,a,a’,---,a"“) be one standard base over
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GF(q"), then it is derived thatx:Zf':; x,0' . Because of

(x’.)qk =x,, and g = p"is the power of the character p of the

& -1 Lk n
ﬁCldS, x? = Z" xalq mod(g" -1}
i

obtain g
=07

finite we

k=0,1,---,n—1, and we derive the following equation:
n-1 i
x=) xa
n-t ; »
gi mod (9" -1)
Zi:nxia

9 )]

X

al n-1 coa ']
" ig" ' mod (¢"~1)
x - Z,':nxia

x; (i=0,1,2,---,n — 1) can be regarded as the variables, and then

equation (7) can be written as the following equation:

=l

1 a o a x, x

1 o o a"M™ } x x* &
t3 1 1 2

1 o a¥ a"™ | ox, =] xf

ey o

-1

Coordinates of (8) constitute a matrix of Vandermonde. so

HO l(a”i —a"i) # () ,and equation (8) has a resolution as
< j<isn—

1
Jq:Z;ajx"'-
q _ n-1 Nt _ =i q!
For (x) —(zj=oa_ix Y =x, —Zj=oajx ,
aj = a(j+l)modn : Ifaag- =0, then a(k+l)modn = a(k+2)modn =
«++=0, that is for allg, =0 (i =0,1,2,---,n~1), it makes

which will never be a condition,

we derive

x=0, so for all

i=012,n~1,a,#0.
From Theorem 7, we discover the relationship between
x,i=(0L--;n-1) and x is that x ;=(0L...,n-1) is the linear
combination of x with power ¢’ . This conclusion is very

interesting and helpful to us, and it presents us a simple and direct
method to resolve the reason why only 9 terms are involved in the
expression of Rijndael S-box. We know in Sec.4.1 that after the
inverse transformation of the elements of finite fields, all the
transformation of Rijndael S-box is based on the bit-level, and all
the operation is progressed overGF(2)linearly with respect to
element x ™' , so after all the linear transformation, the expression
still is a linear expression overGF(2). It is well known that the

H 3 H . 1 2
linear expression over GF(2) has this form: £(y)= Z’;oaix ,
q, €GHR?2"), then after the affine transformation, the expression
only includes n + 1 terms, and the algebraic expression is an affine
g-polynomial with respect to x”'. But we know that the inverse of
255 _

=1, thus
the reason why only 9 terms are involved in the AES S-box
expression is obviously resolved.

4.3 Simple Method to Resolve AES S-box

According to the discussion in Sec.4.2, the conclusion of Theorem

elements over GF(2") has this form x™' = x** andx



7 is very interesting and helpful to us, and it presents us a simple
and direct method to resolve the final algebraic expression of the
bit-level affine transformation with a n -dimension equation
classes and complexity o(,*) . We know that all the transformation

of the AES S-box is based on the bit-level expect the initial
inverse transformation, so using the theory in Sec.4.2 we know
that the ultimate algebraic expression will be an affine
g-polynomial form. Then we constitute the following equation:

aXby+-+al b, = y(a,) - 0x63

aZ'by -+ b, = y(a) - 0x63 ®

n

al byt + b, = y(@,.,) - 0x63
In equation (1),(a, e, ,c, )€ GF(2")" and e, # ;- So as
long as(q,,a, - 2, ;) e GF(2")"is selected, the finial algebraic

expression of Rijndael S-box is determined quickly. This method
is also applied to any structure that is based on the bit-level linear
transformation. Although we do not know what the final algebraic
expression of such structure is, but we have learned that affine
transformation is based on the bit-level linear transformation, and
then by the previous theory, we can obtain the ultimate expression
quickly.

5 Conclusions

So far we know there are five methods to resolve the expression of
Rijndael s-box:

(1) Lagrange formula

(2)Partition equivalence [7]

(3)Resolve the equations [8]

(4)Resolve the dual trace of natural base [§]

(5)Resolve the g-polynomial [9] and in this paper

We illustrate the reason why the degree of the expression of
Rijndael s-box is 254, but only 9 terms are involved in the
expression, and it does not matter which irreducible polynomial as
the generating polynomials, or the affine matrices and the affine
constants are, so our method has the full generality.
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